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Most Important

CBEC IT Consolidation Project

F.No. IV(24)/10/2008-Systems

Directorate of Systems & Data Management

4th & 5th Floor, Hotel Samrat

Chanakyapuri,

New Delhi

***

New Delhi, dated the 13th May,2008

To 

All Chief Commissioners/Directors General, 

Sir/Madam,

Subject:  CBEC Local Area Network (LAN) Project.

Please refer to my earlier letter (F.No. IV(24)/5/2007)dated April 25,2007  wherein I had enclosed a detailed note on the implementation of the Local Area Network(LAN) project. I am pleased to inform you that the CBEC has embarked on a major automation initiative to augment and consolidating the IT Infrastructure across the country consequent to the Union Cabinet according its approval to the Consolidation Project in December 2007, and setting up of the LAN is an important part of this Consolidation exercise.

2.
Consolidation Project: A Brief Overview

There are three main components constituting the Consolidation Project namely (i)   National Data Center and Wide Area Networking;

           (ii) Hardware, Storage, Database, Security Infrastructure and Facilities Management , i.e the computer equipment that would host the applications ;

           (iii) Thin Clients/PCs,associated hardware like scanners, printers (deskjet, network printers, line printers), print servers all of which will be placed on a Local Area Network(LAN).

The Consolidation Project entails linking CBEC offices located in around 550 buildings spread over 250 cities & towns through a secure and reliable backbone Wide Area Network(WAN), which would provide connectivity to Data Centres(Primary & Business Continuity Site) in Delhi and the Disaster Recovery(DR) Site in Chennai.  The department is in the process of acquiring new generation of servers and storage to provide computing, data storage, systems security infrastructure, Central Facilities Management and related functionalities to all departmental and external users accessing the CBEC systems. These would be located in the National Data Centre, Business Continuity and DR sites.

A critical component of the Consolidation Project involves setting up of Local Area Networks within the CBEC offices and providing secure and reliable connectivity to all officers for accessing the applications hosted at the Data Centres. Access to the Data centre would be available through Thin Clients(i.e diskless workstations) and/or suitably configured  PCs.  In addition to this, as part of the CBEC LAN project, the IT Hardware in these offices would be augmented by supplying an appropriate number of Network Printers, Inkjet Printers, Line Matrix Printers, Scanners and Print Servers. Further, to ensure uninterrupted access to the Data Centre, an appropriate number of UPS(Uninterruptible Power Supply) and Diesel Generator(DG) Sets will also be supplied in these offices. The actual distribution and deployment of equipment would however, be finalized only after assessing the needs and requirement as would emanate after a comprehensive Site Survey exercise.

3.     Software Applications

          In the initial implementation, following software applications will be hosted on the Data Center.

Customs:  ICES (Version 1.5)-  This is an upgraded version of the present EDI software , ICES 1.0 , and is under development by NIC to work from the central server.

 Central Excise & Service Tax:-  ACES(Automation in Central Excise & Service Tax)- The application has been developed by M/s WIPRO and  will herald a new automation paradigm for Central Excise & Service Tax departmental officers. 

       In addition to the above mentioned applications, there are other applications like Data Warehouse, APIS, CBEC Intranet etc which will also be deployed centrally in due course of time.

4.
Scope of the LAN Project : 

The CBEC has recently awarded the contract for the CBEC LAN Project to M/s Hewlett Packard (India) Pvt. Ltd (HP)and as per the contract, the LAN will be set up in 1210 buildings (approximately) covering over 2800 offices spread across  a number of cities and towns. In the first phase (Phase I) all Customs, Central Excise and Service Tax offices in the major locations, categorized as Category A locations (Mumbai, Delhi, Chennai and Bangalore) are proposed to be covered. Further, selected new Customs locations , where the Customs EDI system is proposed to be set up under the consolidated environment, will also be covered in Phase I. The remaining customs, central excise and service tax locations will be covered  in Phase II. The entire installation and commissioning of the LAN including supply of new hardware, UPS, DG sets etc is expected to be completed within a period of six months. The scope of the LAN Project includes supply, installation/commissioning and providing technical and maintenance support for a variety of equipment, details of which are given in Annexure A to this letter.

For the smooth implementation of the LAN, the following points may be taken note of : 

a)  Site Survey

As a precursor to setting up the LAN Infrastructure, a comprehensive Site Survey will be carried out in all the 1210 buildings. The importance of the Site Survey exercise cannot be overemphasized. A comprehensive and effective site survey is a quintessential pre-requisite for a successful implementation. The detailed site survey document is available in the enclosed CD  for your perusal and information. The Site Survey exercise would commence shortly and over the next few weeks, a team from M/s HP, their subcontractors (electrical, civil, cabling contractors) will be visiting all the 1210 buildings with the Site Survey document and will be capturing all the necessary information. Representatives from M/s PriceWaterHouse Coopers,( who are the consultants to the CBEC for this project) will also be visiting some of these buildings to ensure that the Site Survey exercise is being carried out as per the requirement of CBEC.

The Site Survey is expected to accomplish the following objectives:

· Capturing Data on existing IT Infrastructure and hardware and also assessing the requirement for setting up the LAN.

· Preparing As-Is drawing in for each office floor-wise indicating IT Hardware/ Infrastructure. 

· Identifying Cable routing path and finalization of location for UPS/DG and other hardware.

· Preparing a Bill of Material (BOM) and cable and electrical layout diagrams for each location.

· Identifying any site related deficiencies that may impede the execution on the LAN. These points will be captured in the site survey and the report handed to the respective Nodal officer.

· Coordinating, along with CBEC Nodal Officer, for obtaining permission for installation of Hardware such as, UPS/DG from building where the office is located.

b) Nodal Officer /Lead Nodal Officer:-

This Directorate has identified a list of nodal officers/ lead nodal officers  in each of the offices in the 1210 buildings who will have to provide utmost cooperation and assistance to the team conducting the Site Survey so that all information relevant to the setting up of the LAN Infrastructure is accurately captured. In case of buildings having multiple offices where there are many nodal officers, the identified nodal officer who is responsible for the WAN (Wide Area Network) installation would function as the lead nodal officer and would play a coordinating role. If the Chief Commissioners/Director Generals would like to assign the responsibility of nodal officers, to an officer or officers other than those identified by this Directorate, then the details may be informed to the undersigned urgently. The details of the list of Nodal officers (consolidated as well as zone-wise) is enclosed in CD format for your information. 

c)  Responsibility of the Nodal Officers/Lead Nodal Officers :  The following are the important responsibilities of the Nodal/Lead Nodal officer. While the list is only indicative, it is important that the Nodal/Lead Nodal Officer has a clear understanding of the scope, purpose and objective behind the Site Survey exercise and provides accurate information thereon.

(i)      Facilitation of meetings between common facilities resources( such as the Custodian of the building, CPWD/PWD etc) and HP Representatives/Sub-contractors of HP for identifying cabling  and electrical power requirements, identification of locations for placement of DG sets, facilitating requisite permissions for installation of DG sets, It may be noted that it would be the responsibility of HP for obtaining requisite permissions from various authorities and stakeholders and the role of the nodal officer will be confined to only facilitating  the process thereof.

(ii)     The equipment provisioned for a location is dependent on the number of people who will be required to access the applications in the Data center. During the site Survey, HP will be capturing the information on the user distribution. Nodal officers will be required to prepare in advance, the information on the number of officers in the formation, with the function that they are performing. (as per the details in the site survey format enclosed)

(iii)     The Electrical and LAN cabling will require clarity and identification of the actual physical location and seating arrangements of the officers . Further, locations for the deployment of DG, UPS, PC/Thin clients, Communication & Utility rooms also needs to be planned carefully by the Nodal officers because the LAN cabling and electrical points once laid, cannot be shifted. The details in respect of Communication Room have been conveyed to all formations earlier as part of the WAN Implementation vide our letter No. IV(15)/2/2006- Systems, dated 25th August,2006 and further clarified vide this office letter No. IV(15)/2/2006-Systems, dated 20th November,2007. Details in respect of the Utility Room are mentioned in the enclosed Annexure for information.  It may be noted that while the Communication Room must be an enclosure which has restricted access the Utility Room is expected to be an enclosure which allows free access to officers for taking print outs from network printers, scanning documents etc. The equipment in the utility Room must be kept under the overall supervision of a senior officer. 

 (iv)    Nodal officer will facilitate implementation by providing  Building layout plans, if available, with workspace locations identified. It is important that the layout and seating plans for the officers are firmed up at the stage of the site survey itself to ensure smooth implementation. Any major changes in the seating plans will have an adverse impact on implementation.

 (v)       HP will be taking the inventory of the existing IT assets including DG set, UPS, Servers, Switches, PCs, printers, Scanners etc. The Nodal officer shall facilitate / designate a resource for escorting HP around the premises to take the inventory of the existing IT assets.  Preparing an accurate inventory of existing assets is critical to assess whether some of these assets can be redeployed on the LAN after being suitably reconfigured. While HP will identify such assets during the site survey, it would be the responsibility of the Nodal officer to ensure that a proper inventory is prepared and it accurately reflects the assets status the formation. 

d)-   Signing off by the Nodal Officer :    On completion of the Site Survey, the information about the formation( such as Asset details, User and Node location identification, Utility Room availability, Communication Room set up, Locations for UPS and DG Sets, availability of requisite electrical power to meet the additional load on account of the LAN Infrastructure ,etc) should be confirmed by the Nodal Officer as being factually correct. Wherever, the Site Survey team identifies certain deficiencies/ shortcomings/ or certain essential activities which need to be carried out in the formation, the nodal Officer will acknowledge the same and initiate necessary action in this regard. Once the Site Survey is complete , the Site Survey document will be signed by the nodal Officer and will form the basis for equipment deployment and Site Acceptance formalities.

         e)  Nodes and LAN Points:  Sufficient number of nodes(for users) and necessary LAN points for Networking equipment would  be provided  to all formations based on functional requirements and while the Directorate of Systems has  provided a tentative list of nodes per location to HP, for the purposes of arriving at the network topology and assessing the cabling requirements etc, the actual list of nodes for each location will only be finalized after an analysis of the Site Survey report. Since the aggregate number of nodes is fixed as per the contract, in order to ensure that there is optimum installation and utilization of these nodes, it is essential that the details of officers in each formation and their precise roles and functions be accurately captured at the time of site survey. It may kindly be borne in mind that in terms of allocation of nodes, priority would be accorded to only those officers who would be actively involved in working on the applications  


f) Miscellaneous issues:-It may also be noted that all current activities and day to day routine functions being carried out either on an existing LAN or on stand-alone PCs would continue unhindered and would be independent of the new LAN being set up. I may also mention that while every effort has been made to ensure that the details of all locations including the addresses are accurately captured while preparing the list of locations for the LAN Implementation, it is still possible that some locations may have shifted into new premises or may be in the process of shifting. In such cases, the details of the same would need to be urgently and accurately communicated to the undersigned so that suitable decisions with regard to the LAN installation can be taken in this regard. Further, I may also add that in the event of any location likely to be shifting to a new premise within one year, the LAN installation will be scheduled only at the new premises and not the existing one.


In respect of stand alone range offices (i.e. Range offices not located in the same buildings as the Divisional offices) , the LAN cabling& switches would not be provided, but instead only Thin Clients and Electrical/UPS wiring and cabling would be provided. These stand alone ranges will be connected to the Data center either through broadband/ISDN or dial up facility and it will be the responsibility of the Commissioners to ensure that the broadband/ISDN connectivity equipment is procured locally. I would request you to kindly instruct the nodal/lead nodal officers to carefully go through the Site Survey template  enclosed along with this letter and start taking advance action on the same, so that as much information is made available at the time the Site Survey Teams visit the offices in your jurisdiction .

In case of any clarifications/doubts, I request you to either get in touch with me or Smt Somya Dave, Additional Director General(Consolidation)Tel: 26877959, email:  somya.dave @icegate.gov.in or Shri Suresh Kumar, Additional Director(Systems). – Tel: 26113615, e- mail: suresh.kumar@icegate.gov.in. In addition to this, a separate e-mail ID would be set up exclusively for LAN Implementation issues and would be hosted on ICEGATE. All officers would be free to offer their suggestions/comments through e-mail . The details of this e-mail ID will be communicated separately.

I would take this opportunity to solicit your active cooperation and support in this endeavour in order to make the LAN project implementation a successful one.

Yours faithfully,

(Y. G. Parande)

Director General

Enclosures:  

a)  Annexure A- Scope of LAN Project, equipments their usage etc.

b)  CD containing Site Survey Template document along with the List of Nodal Officers 

ANNEXURE -A

: Scope of the LAN Project: Equipments, their usage etc.

· Thin clients

As part of the LAN setup, thin clients will be supplied and commissioned by HP. Thin clients perform the same functionality as PCs. The details on this equipment will be made available on the CBEC website.

· Printers

· DeskJet Printers. These printers are placed on a desk next to a thin client or a PC.

· Network Laser Printers. These printers are shared by all the people on the LAN. Anyone on the building LAN can fire a print out from their thin client or PC. The printer will be placed in an area easily accessible for all people who will need to use the printer and will be placed in a Utility area. 

· Line Matrix Printers 

· These will be provided for Customs locations only. These heavy duty printers will be shared on the network.

· Print servers

· This equipment will be used for supporting the scanning function. The scanner will be connected to the print server.

· Scanners,

· The will be kept in the above mentioned utility area. The scanner will be shared by the people in a work space area. The person wishing to scan a document for uploading to the datacenter, will bring this document to the Utility area and use the scanner at the utility area itself.

· UPS

All buildings will be provided a UPS with redundancy in-built. The UPS has a 10 min back up. If the main power fails, the UPS will power on the LAN equipment till the Diesel Generator(DG) set is switched on. The UPS will be used to only power on the equipment on the LAN. The ACs, the lighting and the equipment not on the LAN, will not be connected to the UPS and the DG set.

· Diesel Generator(DG) Set

All buildings will be provided with a Diesel Generator(DG) set for powering on the equipment mentioned in this scope of work. During a power failure, the DG set will automatically switch on.

· LAN and Electrical cabling

· Hewlett Packard(HP) will be provisioning for electrical points for all the equipment mentioned in the section. In addition to the electrical cabling, HP will provide LAN cabling for connecting the equipment mentioned in the section.  The cabling will include provision of switches, and racks for mounting of these switches, in the communication room. Access to the datacenter has been provisioned through a WAN link. In locations where a WAN Point does not exist, such as stand alone ranges, remote locations such as Customs Divisions etc, the full LAN suite would not be provided but only Thin Clients along with a UPS and or a DG Set would be provided. While there would be no LAN cabling in such locations, electrical cabling would still be carried out and connectivity to the data center would be provided through Broadband, ISDN , or Dial-up features. It is necessary that at the time of the Site Survey the details of such locations and the Broadband Service/ISDN Service providers etc be captured and advance action by Commissioners be taken in right earnest to provide broadband/ISDN connectivity to these formations. It may also be noted that the expenses on this account are not part of the contract and will have to be borne by the respective Commissionerates.

· IT Asset Inventory Collection

· HP will be conducting a Site Survey to collect the inventory of the existing assets in the building. The assets will include, DG set, UPS, Servers, Printers, PCs, scanners, switches. 

· The new equipment inventory list will however be provided by HP only at the time of commissioning of the site.

· Redeploying existing re-deployable equipment

· The data of the existing assets, collected during the site survey , will be used for determining the equipment that can be redeployed in the LAN that is proposed to be setup by HP. The criteria for redeployment will be decided centrally by CBEC.  Nodal officers, in consultation with users, will indicate if a equipment can be released for redeployment. If the equipment is released for redeployment, it will have to be clearly coded, for future redeployment on the LAN.  

· Utility Area: Attributes

Typically, a Utility Area will house a Print Server, Scanner and a Network printer and will be an area which would be easily accessible from the work place. The temperature conditions in the room will be controlled (Air Conditioned Environment) and the room should be kept dust free. The airconditioning, where it is not available, will have to be provided locally.  

